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Extensibility is a core pillar of Checkmk

2

Monitoring platform  
Secure & scalable 

Alerts & analytics

Monitor anything Extensible 
interfaces  
for automation  
& development 

Powerful configuration

Great user 
experience  
for beginners  
and experts
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But anything is not everything

Users should be able to extend the monitoring of Checkmk themselves

Users should be able to create extensions equivalent to shipped ones
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When extensions meet updates

Loading internal 
modules
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There is a (simple) solution…

Root-cause of issues


⬢ For some extensions:  
only internal APIs available


⬢ Constant improvements of 
code base lead to changes 
for internal APIs


⬢ No problem for native 
extensions 
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There is a (simple) solution…

Root-cause of issues


⬢ For some extensions:  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⬢ Constant improvements of 
code base lead to changes 
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⬢ No problem for native 
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Documented & versioned 
stable APIs for external use



In 2020 with Checkmk 2.0: 
Introduced ‘New Check-API’


⬢ Focus: the most important area when 
writing monitoring extensions


⬢ High stability for any extension using it


⬢ No changes needed since then
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The first proper API
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What do you need for a monitoring plug-in? 
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What do you need for a monitoring plug-in? 
/omd/sites/monitoring/share/check_mk/agents/special/agent_kube --cluster saas_dev_1  

--token '***' --api-server-endpoint https://ABC.eu-central-1.eks.amazonaws.com
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What do you need for a monitoring plug-in? 
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What do you need for a monitoring plug-in? 
/omd/sites/monitoring/share/check_mk/agents/special/agent_kube --cluster saas_dev_1  

--token '***' --api-server-endpoint https://ABC.eu-central-1.eks.amazonaws.com

Agent-based API (a.k.a check api)
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Key elements of monitoring plug-ins now covered

Check plug-in & 
HW/SW inventory*

Rulesets Metrics, Graphs, 
Perf-O-Meters

Special Agents / 
Active Checks


Server-side calls API v1

Agent-based API v2

Graphing API v1Rulesets API v1

* for data generation of HW/SW inventory



Plug-ins using the new APIs are much more future-proof


⬢ Example: 

⬡ Agent-based API v1 introduced in 2.0

⬡ Still supported in 2.3


⬢ No unforeseen update incompatibilities

⬡ Transparency for extension developers and users

⬡ Proper handling / information, when we release new API 

versions

⬡ Appropriate time for migration


⬢ Less effort for plug-in development due to documented API
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No more hassle with extensions during upgrades
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Technical benefits of development APIs
All elements of plug-ins are modules now


⬢ Independent of Checkmk: Develop plug-ins without having to run a site

⬢ No side effects with other modules (no global registry) → easier testing

⬢ Leverage IDEs

Any extension imports a well-defined, versioned API

Principles


⬢ Establish conventions & consistency

⬢ Things doing the same thing should look the same

⬢ Make implicit explicit

⬢ Reduce unnecessary options

⬢ Ensure “fail early” principle
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What happens if you don’t have standardization

and so on …
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Better implementation of standardized levels 



⬢ Default method provided to render ‘levels’ rulesets


⬢ Always includes a ‘no levels’ option available to disable default threshold  
(no more ‘101%’ workarounds…)


⬢ Option for standardized ‘predictive levels’ also available
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Better implementation of standardized levels 
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No more secrets in command line 
Requires appropriate implementation in plug-in

Service 
check 
command

check_mk_active-httpv2!--url https://download.checkmk.com/checkmk --method 
GET --auth-user callme.maybe --auth-pw-pwstore 
uuidd9c2342d-2659-4ec6-8400-4e389535c0f3:/omd/sites/stable/var/check_mk/
core/helper_config/latest/stored_passwords
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Multiple active checks in one rule 
Check HTTP and Check ICMP
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Better handling of very small values
Quality of Life improvements for metrics & graphs

Before Now
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Better handling of times
Quality of Life improvements for metrics & graphs

Before Now
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No more mixing of units


Quality of Life improvements for metrics & graphs

Before Now
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Proper naming and units of metrics
Quality of Life improvements for metrics & graphs

Before Now



Previously individual graphs each

20

Combining of graphs
Quality of Life improvements for metrics & graphs
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Quality of Life improvements for metrics & graphs

Better handling 
of times

Category

No more empty 
graph legends

No more 
unnecessary 
rendering of 

decimals

Category
No more mixing 

of units
Category

Better handling 
of very small 

and large values

No more layered 
areas in graphs

Category
Better handling 

of zero and 
negative values

More and better 
metrics & 

graphs



Better structure of plug-in file locations
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plug-ins are grouped by topic (“family”), allowing for shared code 
and easier packaging:


⬢ Checks: cmk/plugins/kube/agent_based/

⬢ Rulesets: cmk/plugins/kube/rulesets/

⬢ Special agent: cmk/plugins/kube/server_side_calls/


Big advantage

Shipped plug-ins in lib/python3/cmk/plugins.


User supplied plug-ins in local/lib/python3/cmk_addons/plugins


Old places will still work (at least for 2.3, 
depending on plug-in type for longer).

Plugins using the new API have 
to be in the new folder location.
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Checkmk 2.3.0


⬢ API implementations 


⬢ Initial migration of own code 

Checkmk 2.4.0


⬢ Finish migration of all active checks, 
special agents, metrics, graphing

Timeline

Use Checkmk 2.3 to migrate all extensions to the new APIs!

⬢ The replaced internal APIs will not be 
supported anymore


⬢ Decommissioning: legacy check API

⬢ The replaced internal APIs will be 
removed (see werk 16259)


⬢ Agent-based API v1 will be deprecated

https://checkmk.com/werk/16259
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Commits marked with ‘PRO 
TIP’


⬢ Migrate check_tcp (1/2)


⬢ Migrate check_tcp (2/2)


⬢ Natively support 
password store in active 
check or special agent

Sample commits with lengthy explanations
Supporting material for API developers

https://github.com/Checkmk/checkmk/commit/922a1e879927b9e43a92351d141dc89da306e8e3
https://github.com/Checkmk/checkmk/commit/4b3bd78f013a86cf8da710ec42ef1fc7eee06ba8
https://github.com/Checkmk/checkmk/commit/04b6ec3f024e484bc610e3b911f9ca5f7e9a216b
https://github.com/Checkmk/checkmk/commit/04b6ec3f024e484bc610e3b911f9ca5f7e9a216b
https://github.com/Checkmk/checkmk/commit/04b6ec3f024e484bc610e3b911f9ca5f7e9a216b
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All migrated code in one location
Supporting material for API developers

cmk/plugins


⬢ Many examples for 
migrated plug-ins 


⬢ Good examples:


⬡ fritzbox


⬡ jenkins


⬡ pure_storage_fa



doc/treasures/ 
migration_helpers


⬢ Helper scripts to 
automate migration 


⬢ Works particularly well 
for agent based API v1 
-> v2


⬢ Read the script intro


⬢ Finalize the generated 
code manually 
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Migration scripts for simple plug-ins


Supporting material for API developers



In-product


⬢ The hard facts: plug-in 
references


⬢ Automatically generated 
- always up to date and 
correct


⬢ Located in Help → Plug-
in API references


⬡ Eventually also on 
docs.checkmk.com
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Properly documented APIs
Supporting material for API developers
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User guide: Updated and new development guides
Supporting material for API developers

docs.checkmk.com


⬢ Q2 2024:  
Update of ‘Development 
of check plug-ins’ to 
agent-based API v2


⬢ Q3 2024:  
General update of 
development guides 
with new APIs
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Livestream: Migrating & mainlining a plug-in
Supporting material for API developers

Let’s code!


⬢ Wednesday, June 26th 
2:00 – 4:00 PM (CEST)


⬢ Live migration of Ceph 
plug-in


⬢ Ask your questions and 
more


⬢ Special thanks to Robert 
Sander, the author!



Robert Sander

Top Exchange Contributor
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Talk to us at Checkmk Conference!
Supporting material for API developers
Plug-in Playground @ Knowledge Fair  
Ask us anything (June 12th)


 



Migrate during 2.3 to benefit from this bright new world


⬢ Major chunk you likely already did by migrating check 
plug-ins to agent_based v1


⬡ Experience from migrating 600 plug-ins in between 
meetings and regular work over the last two weeks: 
very feasible with the helper script


⬢ Migrating metrics, Perf-O-Meters, graphs and rulesets 
require getting into it - but with positive feedback so far
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Hassle-free updates in the future

External 
extensions

Stable 
APIs

Update



33

Outlook

Monitoring platform  
Secure & scalable 

Extensible interfaces

APIs

The MKP CLI as the main tool to package extensions. 

The Extension packages UI in the site to administer extensions. 

The Checkmk Exchange for sharing and getting extensions.



Audience Q&A Session

ⓘ
Click Present with Slido or install our Chrome extension to show live Q&A 
while presenting.

https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFHRTQwcWNZOWZfZkllRk1DUmFFVWRLTmlXY3AzMlZlOU5EQVYxTHJXOWxzIiwic2xpZGVJZCI6IlNMSURFU19BUEk5ODgxMTM3ODJfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://chrome.google.com/webstore/detail/slido/dhhclfjehmpacimcdknijodpjpmppkii



