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Powerful & efficient monitoring of web services



Monitoring web services with Checkmk
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Availability 
Do the services respond? 

Performance 
How is the response quality? 

Functionality 
Does the system provide the expected functionality?

check_http

basic
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But, it is missing some features…



check_http: a plugin by monitoring-plugins.org
Workflow to fix things
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Bug 
discovered?

Raise issue on 
monitoring-plugins

After weeks or 
months: included in a 

Checkmk release 

External process at monitoring-plugins or nagios-
plugins 
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The solution space

Use Nagios Plugins

Use another plugin

(e.g. check_curl)

Participate as 
contributor
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The solution space

Use Nagios Plugins

Use another plugin

(e.g. check_curl)

Participate as 
contributor

No direct bug fixes or new features



You get bug fixes faster

You get a service output in Checkmk style

You get new features
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The solution space

Use Nagios Plugins

Use another plugin

(e.g. check_curl)

Participate as 
contributor

Implement the plugin 
ourselves

No direct bug fixes or new features
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Multiple services per rule

New configuration design
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Easy service name configuration

New configuration design
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Complete URL in one single field

New configuration design
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Macros supported for flexible rules

New configuration design



12

Common settings for all endpoints

New configuration design



13

Overrides for individual endpoints

New configuration design
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Overrides for individual endpoints

New configuration design
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Availability & certificate in a single service 

New configuration design
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Much more helpful and simpler summary …

No information overload 
Simple summary, if OK

Individual handling of alerting 
parameters
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Much more helpful and simpler summary …

No information overload 
Simple summary, if OK

Individual handling of alerting 
parameters

Focus on relevant information 
Only alert parameters visible

Know what went wrong 
Visibility for multiple alerts

Self-service website monitoring with Checkmk

14:30 – 15:00, Thomas Schmitz & Michael Wulff (REWE digital)
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… and much better service details



New features for HTTP 
endpoint monitoring
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An overall much better web service monitoring

Better configuration 
including multiple 
endpoints per rule

Token based authentication

HTTP/2, TLS 1.3 support

Certificate monitoring in same service

Easily readable 
service summary 
and details

Better performance (and 
improved maintainability, resulting 
in faster bug fixes and extensions)

…
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Checkmk 2.2 and before: Monitoring certificates
One rule to create two different service types?

One rule set

Configure HTTP 
monitoring HTTP service

Configure certificate 
monitoring Cert service
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New: Monitoring certificates
Split the rule sets and let each do one thing

http ruleset

cert ruleset

Configure HTTP + 
Cert monitoring HTTP service

Configure certificate 
monitoring Cert service
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Monitoring certificates?
The old plugin only monitored validity
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Why you should monitor more than the validity
Example: jabber.ru

connects

provides certificate

Client ServerServer
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Why you should monitor more than the validity
Example: jabber.ru

connects

outdated certificate

Client ServerServer
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Why you should monitor more than the validity
Example: jabber.ru

connects

outdated certificate

Client Server

connects

outdated cert

Client MITM Server

proxy

valid cert

Server
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Monitoring expiration date may not be enough



Complete new check for all certificates provided 
over TCP


Wide range of configuration options, e.g.


⬢ Validity (remaining and maximum)

⬢ Certificate signature algorithms

⬢ Issuer, subject, alternative names 

⬢ Public key algorithm + key size
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New certificate check
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New certificate check



Where can I find the new rules?

NEW

OLD



Checkmk 2.4


⬢ Proper deprecation of old check_http 
in 2.4 (no more new rules possible)


⬢ Removal of old check_http rule set in 
2.5


⬢ Existing rules will be migrated, where 
possible, in 2.4 (migration script will 
be available in Q3/24)


⬢ Remaining rules need to be manually 
migrated, latest in 2.4

Checkmk 2.3


⬢ New HTTP check: more strict + 
requires polishing for edge cases 
→ No auto-migration for 2.3 


⬢ New ruleset structure does not allow 
a guaranteed way to migrate all rules


⬢ Recommended: manual migration


⬡ Opportunity to consolidate rules 
and improve your HTTP checks
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How to migrate?



Audience Q&A Session

ⓘ
Click Present with Slido or install our Chrome extension to show live Q&A 
while presenting.

https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?interaction-type=UUE=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://www.sli.do/features-google-slides?payload=eyJwcmVzZW50YXRpb25JZCI6IjFoVzFvdENiTHU5WkRpTHZKMUU3SDBwMmpRVEY4eFZNOUJHOHM4cnQ4ZHFRIiwic2xpZGVJZCI6IlNMSURFU19BUEk3MjIxMTE2NjBfMCIsInR5cGUiOiJTbGlkb1FBIn0=
https://chrome.google.com/webstore/detail/slido/dhhclfjehmpacimcdknijodpjpmppkii



