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Our principles for Checkmk
a —

Cloud Data Center

°
.
:

Alerts & analytics
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Dashboards are used by many users @8’
How do you get an overview of your infrastructure with Checkmk?

100%

75%

50%

25%

0%

Checkmk dashboards Checkmk views Notifications Reports Other
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Many users customize dashboards
Are you using built-in or custom dashboards?

Other Built-in dashboards
1.3% 10.4%
Custom dashboards
18.2%
Both
70.1%
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Building dashboards can be challenging @8’

How easy or difficult do you find it to create custom dashboards from scratch?

__ B

1 2 3 4 3) 6 7
1-very difficult, 7-very easy
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Let's try it.

Create dashboard

Customize > Dashboards > Create dashboard

Dashboard Display Help @

Monit i )
onitor &% Continue ) Dashboards

am
Depending on the chosen datasource, a dashboard can list multiple or single objects. For example, the services datasource can be used to simply create a list of multiple services, a list of multiple

Customize
services of a single host or even a list of services with the same name on multiple hosts. When you just want to create a list of objects, simply continue with the default choice (no restrictions)
* Alternatively, you have the option to restrict to a single host or to choose the type of objects you want to restrict to manually.

Setup v Select specific object type

Specific objects srmer : No restrictions to specific objects » <&
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Let's try it.

Create dashboard

Customize > Dashboards > Create dashboard
Dashboard Display Help ()
il
MonRal & Save & view list | @5 Save & go to dashboard = X Cancel | (© Dashboards
Bm
am
Customize v General properties show more °
O Show information of single - Not restricted to showing a specific object
Unique ID (required) A dashboard 3
Setup -
Title" (required)
Topic in '"Monitor’ menu Other =
lcon D + D
Visibility Hide this dashboard in the monitor menu
Hide this dashboard in drop-down menus
Make this dashboard available for other users
v Context | Search Filters
Pt ~ | Add filter
Aeivice v Add filter
0 > Dashboard properties
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Let's try it.

Make dashboards great again

Monitor > Other > Make dashboards great again

Dashboard Add Dashboards Display Help Y Q

Monitor
-m
am

Customize

e

Setup
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Let's try it.

Make dashboards great again

Monitor > Other > Make dashboards great again

Dashboard ,Add, Dashboards Display Help Y g

il
Monitor Views
s & New view
am # Link to existing view
Customize } Copy of existing view

O Graphs

Setup #© Single metric graph
@ Performance graph
#0 Custom graph

#0 Combined graph

Metrics

Average scatterplot
= Barplot

Gauge
42 Single metric

i Top list

State

¥ Host state

% Service state

¥® Host state summary
0 ¥® Service state summary

Checkmk ££11




Let's try it.

Monitor

Customize

o

Setup

Add element: Timeseries

A

Monitor > Other > Make dashboards great again > Add element: Timeseries

Element Display

Help (®

¥ Save 1) Make dashboards great again

v General Settings

Element type

Show information of single
Colored background

Show title header

Custom title”
Link of Title

v Context | Search Filters
Host

Service

v Properties

Metric

SoceneeH 11

Timeseries
host, service
% Render background

Show header with highlighted background

Host name

Service description

Filter metric selection by host name

Filter metric selection by service:




Let's try it.

Edit element: Timeseries

Monitor > Other > Make dashboards great again > Edit element: Timeseries

Element Display Help ()
ul
pofiital & Save 1) Make dashboards great again
m
-m

Customize v General Settings

Element type - . Timeseries
O Show information of single host, service
SENp Colored background ; % Render background
Show title header . Show header with highlighted background «

Custom title”
Link of Title

v Context | Search Filters

DR s S AN A % Host name
localhost X w
Service % Service description
CPU utilization X w
0 v Properties
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Let's try it.

Monitor

Customize

o

Setup

Add element: Timeseries

A

Monitor > Other > Make dashboards great again > Add element: Timeseries

Element Display Help ()

¥ Save 1) Make dashboards great again

v General Settings

Element type

Show information of single
Colored background

Show title header

Custom title”
Link of Title

v Context | Search Filters
Host

Service

v Properties

Metric

SovcenesH 11

Timeseries
host, service
% Render background

Show header with highlighted background «

CPU utilization

1/O-wait

System

User
Filter metric selection by host name: |gcalhost X v
Filter metric selection by service: ¢py ytilization X v




Let's try it. It's not so bad. Right?

Make dashboards great again

Other > Make dashboards great again

Monitor >
il Dashboard Add Dashboards Display Help Y ©
M
onor CPU utilization
am \
am
Customize 15 % |
o4 10 % f =
Setup —
59
11:00 11:10 11:20

10:40 10:50

Che_ckmk#’”

Conference




Let's build a proper dashboard ... without a filter

Edit element: Timeseries

Monitor > Other > If you would know > Edit element; Timeseries

Element Display Help ()
1]
el & Save | (@ If you would know
=m
T

Customize v General Settings

a Element type Timeseries
Show information of single host, service
Setup Colored background % Render background
Show title header . Show header with highlighted background «
Custom title” - ; L $HOST_NAMES > $SERVICE_DESCRIPTIONS > SMETRIC_NAMES
Link of Title

v Context | Search Filters

Host % Host name
localhost X v
Service ; : Service description

v Properties

0 Metric CPU utilization X w

SovcenesH 11
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Filters. What filters?

If you would know

Monitor > Other > If you would know

'“ Dashboard Add Dashboards Display Help | §
Monitor
Filter context missing
=n <div class="warning">Unable to render this element, because we miss some required context information (service). Please update the form on the right to make this element render.</div>
B

Customize

e

Setup

Filter context missing
<div class="warning">Unable to render this element, because we miss some required context information (service). Please update the form on the right to make this element render.</div>

Filter context missing
<div class="warning">Unable to render this element, because we miss some required context information (service). Please update the form on the right to make this element render.</div>

SovcenesH 11




Filters. Are. Powerful.

If you would know Filter

Monitor > Other > If you would know o
( J,.< Add filte Reset
Ill Dashboard Add Dashboards Display Help g
ey Service (exact match) X
= localhost > Process heute automation helpers > CPU utilization
Process heute automation helpers x «
-n ; A
am 0.12 %
Customize 0.1%
0.08 %
0.06 %
a 0.04 %
Setup 0.02 %
10:55 11:00 11:05 11:10 11:15 11:20 11:25
localhost > Process heute automation helpers > Resident size
384 MiB
256 MiB
128 MiB

10:55 11:00 11:05 11:10 11:15 11:20 11:25

localhost > Process heute automation helpers > Processes
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Filters. Are. Powerful.

If you would know Filter

Monitor > Other > If you would know

( J,.< Add filte Reset
Ill Dashboard Add Dashboards Display Help g
ey Service (exact match) X
= localhost > Process heute automation helpers > CPU utilization
Process heute automation helpers x 4
-n \
am 0.12 % ‘

process

Customize 0.1% A \ ) F UL OO LU YL Y

0.08 %
0.06 % Process heute alert helper
Q 0.04 % Process heute apache
Setup 0.02 %
\ \ v Process heute automation helpers
10:55 11:00 11:05 11:10 11:15 11:20 11:25
Process heute checker helpers
localhost > Process heute automation helpers > Resident size R e
384 MiB Process heute dcd
256 MIB Process heute event console
128 MiB

10:55 11:00 11:05 11:10 11:15 11:20 11:25

localhost > Process heute automation helpers > Processes

SoceneeH 11




Filters. Are. Powerful.

If you would know

Monitor > Other > If you would know

'“ Dashboard Add Dashboards Display Help g 1
Monita
Sl localhost 3 Process heute cmc § CPU utilization
-m .
am 0.12 %
2 A 0.1%
Customize
0.08 %
0.06 %
o 0.04 %
Setup 0.02 %
0
11:00 11:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40
localhost > Process heute cmc > Resident size
64 MiB
48 MiB
32 MiB
16 MiB
0

11:00 11:05 11:10 11:15 11:20 11:25 11:30 11:35 11:40

localhost > Process heute cmc > Processes

SoceneeH 11



Filters. Are. Powerful. Hidden. Complex.

% v Host Filter X
_ If you would know Folder e
Monitor > Other > If you would know Multiple Setup Folders
- Topology max nodes @ Add filter Reset
' Dashboard Add Dashboards Display Help § Topology mesh depth
“ Host name (regex) 5
rr | Host address (IPv4) Service (exact match) X
localhost > § Host address (IPv6) p h
=m “ Host name or alias (regex) LOResSHeUIR CME oy
B 0.12 % A Host is in Group
CUstom 0.1% < Host Contact Group
Customize
0.08 % \ / / i Host check command
0.06 % \ : | Host states

Hosts having certain service
problems
Host in notification period
10:55 11:00 11:05 11:10 i1  Hostinservice period

‘ Host problem has been

I acknowledged
localhost > | Host in downtime

i Host notifications enabled

I Last host state change

I Last host check
48 MiB " Host labels
Host tags
Site
Multiple sites
Time of registration
Last contact of agent updater
Last download of agent updater
Kubernetes cluster
Kubernetes daemonSet
Kubernetes deployment
Kubernetes namespace
0.8 | Kubernetes node
Kubernetes statefulSet
Operating system » Operating

a 0.04 %

Setup 0.02 % / / :
i

64 MiB

32 MiB i

16 MiB

.

10:55 11:00 11:05 11:10 11:1

localhost

S H 1T



Easier dashboard creation
Areas we plan to improve

Dashboard Dashlets / Graphs

@® Dashboard properties

@® Context/ Search filters

Dashlet / graph selection
Metric / graph selection
Moving / selecting / sizing dashlets

Dashlet / graph preview mode

== Guided process for dashboard creation

Checkmk
Conference

#11



T

Monitor
|} |

| § |
Customize

e

Setup

Alert Statistics

Commands Export Display Help

Host Status = Down, Unreachable X Service Status = Warning, Critical X Host State = Pending X

printer-1_company.com

hp.ilo4.company.com

aws-web

exchange-1.company.com
veenter.company.com

exchange-2 company.com
exchange.company.com

play.checkmk.com

webserver.company.com
15.0.3.186-eu-central-1-i-04998884db9ab58be

aws-web

Filters reimagined

Design concept |

play.checkmk.com

Supply Tintenauffangeinheit HP B5L0SA

Temperature 1 (ambient)

AWS/Lambda mysteryBox [eu-central-1] Performance
System Time

System Time

System Time

System Time

APT Updates

APT Updates

AWSI/EBS Health vol-01fa98caeda2e1abf

AWS/Lambda aws-controltower-NotificationForwarder [eu-central-1] Performance

eck

Check_MK

12241

8084

1165

1419

1224

268

258

21

10

6696
4871
1165
5§72
499
147
133

"

Y Filter

@



Qo

Alert Statistics

lll Commands Addto Export Display Help

Monitor

an View:; My custom set of filters v

an

Customize
@

SEay klapp-0370 Temperature Zone 7
klapp-0370 Systemd Timesyned Time
klapp-0370 Interface 3
klapp-0370 OMD home performance
klapp-0370 Interface 2
klapp-0370 OMD home status
klapp-0370 Memory
CO2AMPEL-DD-59 Check_MK

UsH

CO2AMPEL-DD-59
klapp-0370
DESKTOP-325EBNS
CO2AMPEL-DD-59
klapp-0370

ux-tanja.notion.site

CO2 board temp

OMD heute Notification Spooler
Check_MK

Check_MK Discovery
Check_MK

PING

. Filters reimagined

Design concept I

33

26

27

23

23

145

21

34

141

27

26

23

23

23

20

15

10

Add filter
srch hit Q
4 of 87 selected Expandall Collapse all Added Filters
Log Entry v Fritz
> Log filter Auto-disconnect time X
Logentry class
Lorem ipsum
Notification phase
Time of log entry
Type of alerts of hosts and services « Host filter
Host Host labels X
> Checkmk Agent (( Label s - cmk/aws/ec2instance
> Cluster f2 and v
> DaemonSet © Add to query
> Deployment |
> Docker ? Host contact X
> Foider( Lorem ipsum
> Fritz
v Host filter s
Host in downtime X
st address (IPv4)
t address (IPvé) Yes O No Ignore
t address (Primary)
check command
contact
is stale
labels
needs agent update Save view Clearall & Apply filters (4)



But what about ‘responsive’ dashboards? AP
We will experiment with a new layout mode for dashboards: grids*

Shef?lf"lk#’l'l * Yes, like bootstrap grids

conierence



Dashboards are nothing without ...

Bandwidth 2025-05-05 — 2025-05-09 @ 5m
50 Mbits/s
40 Mbits/s
30 Mbits/s
20 Mbits/s
10 Mbits/s
10 Mbits/s
20 Mbits/s
30 Mbits/s
40 Mbits/s

50 Mbits/s

Tue 00:00 Wed 00:00 Thu 00:00 Fri 00:00

SovcenesH 11




Most are happy. But is this enough?

How satisfied are you with the current graph interactions such as panning?

1 2 3 4 ) 6 7
1-very dissatisfied, 7-very satisfied

SoceneeH 11



Especially if the capabilities already exist ...

... but are just hidden

Commands Service Host Export Display Help ) J* 4 Y @ (O

Modify display options S s
Today

Graph rendering options ................c....... Yesterday

7 days back (this day last week)
8 days back

This week

Last week ges of other graphs on the current page

ENLHeS PO TOW .o ausiision st onsiinuonssssasannnsg 2 weeks back

Graph timerange ... Date & time range

Year Month Day Hour Minute Sec.

From: 5025 51 P11 22| (32 (14

Year Month Day Hour Minute Sec.

To: 2025 51 N1 221 Bsq) Bia



Changing time ranges on the fly

Monitor

Customize

i

Setup

Service graphs good-host, CPU utilization

Monitor > Overview > All hosts > good-host > Services of host > Service >

Help ©

Service graphs good-host, CPU utilization

Commands Service Host Export Display

g

/% Acknowledge problems ; Schedule downtimes Y Filter (® Show checkboxes (1) Service fE v Last 30 minutes
Local site heute, good-host, CPU utilization
CPU utilization 2025-05-13 @ 1m
100 %
80 %
60 %
40 %
20 %
12:24 12:26 12:28 12:30 12:32 12:34 12:36 12:38 12:40 12:42 12:44 12:46 12:48 12:50
Minimum Maximum Average Last
CPU utilization 2.38 % 14.53 % 7.53 %

6.81 %



Our principles for Checkmk

@ = R
Cloud Data Center loT
Great user n .
. ot
experience .

for beginners

and experts
l&h

“i.imh
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Service discovery 6.2s
Activate changes 5.6s
Parameters of this service 2.5s

Manpages 3.0s

Bake agents 4.9s

Adding 8 services manually 35.1s

Note: Two identical systems were compared with 421 hosts, 4483 services, 4 cores, 8 GB RAM.

2.2s
2.4s
0.7s
1.0s
2.7s

8.0s



... some things will always need time ... SNMP

Time usage by phase 2025-05-11 @ 1m
10s

6s

2025-05-11 14:02:26

S Total execution time: 8.63 s
Time spent waiting for SNMP responses: 8.57 s
Time spent waiting for Checkmk agent: O0s

2s [C] CPU time in operating system: 0.83 ms
CPU time in user space: 49.17 ms
12:20 12:40 13:00 13:20 13:40 14:00 14:20 14:40 15:00 15:20 15:40 16:00
Minimum Maximum Average Last
Total execution time 8.55s 9.95s 8.67 s 8.66 s
Time spent waiting for SNMP responses 8.51s 9.91s 8.62s 8.61s

SoceneeH 11




If it will take long, at least the user needs to know @8’

How do you experience the feedback you get when loading is slow in these areas?
[Service discovery]

15

10

0

Missing Unhelpful Somewhat helpful Helpful Very helpful no answer

SovcenesH 11 i



Your feedback... Your ideas.

&2



Loading spinners

Coming in
2.5.0

SoceneeH 11



Confirmations

Successfully deleted 1 hosts

Implemented in more places in 2.5.0

SoceneeH 11

@



Page skeletons

= Companies * 156 companies

BB Table @D Board

(83 Person to contact v © Location v + Add filter

Company = Description & Domains

Maybe in the future

© Location

Q Search == Hide

a
(&3 Person to contact




Service discovery 6.2s 2.2s ?
Activate changes 5.6s 2.4s ?
Parameters of this service 2.5s 0.7s ?
Manpages 3.0s 1.0s ?

Bake agents 4.9s 2.7s ?

Adding 8 services manually

If possible, we will always try to fix
problems at the source

Note: Two identical systems were compared with 421 hosts, 4483 services, 4 cores, 8 GB RAM.



Our principles for Checkmk

Checkmk
Conference

#11

Cloud

Data Center

Extensible
interfaces
for automation
& development

P
n ﬂ




curl -X 'GET' \

'https://prod.blume. net/master/check_mk/apiobj ects/
host config/example.com \
-H 'accept: application/json'

SoceneeH 11



400+ werks later ... time for a versioned REST APl (%

Checkmk
REST-API
- 10 BN 10 BN 1.0 B 1.0 B 1.0
10 57 108 145 85 -

REST-API werks*

Feature depth (endpoints)
Stability

gg'n‘%g};'gg‘;#‘ﬂ * werks are allocated to the release in which release cycle they were fixed



(1

So, just version the API! aﬁ’
Challenges

Typical REST-API applications
Web-based (SaaS) Self-hosted

One version in the field Multiple versions in the field

Continuous releases Yearly major & (bi-)weekly patch releases

One edition Multiple editions

SoceneeH 11



Endpoint or top-level versioning?
Versioning scheme

. . . /api/fruits/vl
Endpoint versioning

/api/veggie/v2

Top-level versioning /api/vl/*

SoceneeH 11



Semantic versioning

Compatible bug fix
- New PATCH version

New compatible functionality
- New MINOR version

Breaking change
- New MAJOR version

SoceneeH 11

1.0.0

1.01

1.1.0

2.0.0

\"4

vi

vi

v2



Within a Checkmk major version, all published REST @’

APl versions will be continuously supported.

( 2.5.091] [2.5.092] (2.5.093] l 25.094' l 2.5.095'
v vl
1.0.0 1.0.1

= releases

SoceneeH 11



Smooth migration between major versions possible (@

( 2.5p1 ) (2.592j [2.593 J (2.594 ] (2.595 J

DB

= releases

v2 r v2 )
v3 v3

Checkmk 2.6 ( 2.6p1 ) (2.692 } [2.693 )

> releases

SoceneeH 11




Old stable versions will only receive compatible fixes (@

[2591 ] (2592] [2593J (25p4 J [2595 ) 25930 25P’<
, eleases

E@E (D)
)E)

Checkmk 2.6 (2601 | (2602 ) (263 ) .

—
> releases

SoceneeH 11



Our principles for Checkmk

Checkmk
Conference

& = Res

Cloud Data Center loT

Monitoring platform
Secure & scalable.

#11



Checkmk 2.4 introduced a new platform for features @’

Guided configuration

Add notification rule

Setup > Events > Notifications > Add notification rule No pending changes
| Notification rule  Display Help (%
il
Mutites ¥ cancel | (@ Notifications
am
an
Customize Guided mode Overview mode
0 Triggering events

Specific events
Host events State change: From: Any to: DOWN,

Selup

State change: From: Any to: UP,

Filter for hosts/services

Notification method (plug-in)

What should be sent out?

Notification effect e :
Send notification Suppress all previous

HTML Email

SovcenesH 11




Checkmk 2.4 introduced a new platform for features @’

Slide-ins for on-the-fly editing

Add notiication rule

Edit HTML Email parameter X
||| —— . ey WS 4 Save ¥ cancel
Monitor v — R
> General properties
(]
)

. . Q4 s
Customize . .

v~ Parameter properties
* . Triggering events

Setup HTML Email parameters Settings
URL prefix for links to Checkmk 1

.

Enable synchronous delivery via SMTP 1

‘ Fiter tor hosts/service

. Notihication method (ph Custom sender ("From")

Email header

Custom recipient of "Reply to"
X Hide other recipients: Send individual notifications to each recipient i

A separate notification is sent to every recipient. Recipients cannot see which other recipients were notified.

Subject line for host notifications i

SovcenesH 11




Checkmk 2.4 introduced a new platform for features @)

In-page validation

Connection Display Help (?

M t i
oattor ¥ Save () Dynamic host management

Customize

e

Selup

> General properties

v Connection properties

Connector type Piggyback data ~ i
Restrict source hosts i
Sync interval (required)

d 0 h 1 min s

Piggyback creation options (required)

@ Add new entry
@ Please specify at least one "Piggyback creation option”

6 Service discovery

Help X Discover services during creation

#11




Checkmk 2.4 introduced a new platform for features

Tooltips

.“ Connection Display Help @

Monit | -
EROL ¥ Save | () Dynamic host management

Customize

e

Selup

> General properties

v Connection properties Whenever Checkmk creates, modifies or deletes hosts via this connection, it will only consider hosts
that receive piggyback data from hosts with names matching one of these regular expressions. Please
Connector type Piggyback data ~ i note: The attribution of piggyback data to existing hosts is not affected by this setting.

Restrict source hosts €
Sync interval (required)

d 0 h 1 min S

Piggyback creation options (required)

@ Add new entry

@ Please specify at least one "Piggyback creation option"

6 Service discovery

Help X Discover services during creation

#11




The foundation for a great Checkmk Ul

Interactive Ul

No more full
page re-rendering

Immediate Dynamic
feedback pages

Lower CPU Faster user
usage interface

SoceneeH 11

%

More performance

Due to rendering
in the front-end



The new Ul platform has arrived ... 101
... partially

@® Build the new Ul platform ® Custom graph editor
® Implement new Ul features with it ® Activate changes slide-in
O Notifications ® Host validations
O Quick setup @® Spinners
@® Replace elements of the Ul ® Skeletons
O Dynamic configuration: ® ... hopefully new rulesets
Add connection everywhere - in-page validation

SoceneeH 11
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Monitoring segmented networks with Checkmk

Central site

T

—®
—O

SoceneeH 11

Conf

R

O
Switch
11

== =

Switch

| o

Remote site

)—

208



Different reasons to go distributed

Eil 07 Soe

Performance Organization Availability Security

Horizontal Access Minimal blast Segmented
scaling control radius networks

SoceneeH 11

%

A
Connectivity

Unreliable
connections



This form of distributed monitoring brings a lot of AP
value

@® Network bandwidth efficient

@® No reliance on central site
@® No data gaps, no data jam
@® Seclf-contained remote sites

Full featured
Checkmk
required

® Add + remove remote sites

SoceneeH 11



Site

mknotifyd

livestatus

Other site

Monitored devices

Redis cache

liveproxyd
/ Event console

A /

livestatus  disk HTTP

Config

livestatus
spool

%

disk

SNMP

syEieg traps

Active

Ul & REST API

livestatus

Monitoring core
incl. helpers

Checkers & Fetchers

HTTP

checks API

disk

\

Mail, HTTP, ... —
SSH, HTTP, ... —®

API clients

-

Grafana
data source

rNotification ‘
targets

rAutomated
‘actions

rl\/Ietric

Check engine \jisk W

agent & piggyback tmp

disk

agent-receiver

SNMP agent agent
pull push

CBS piggyback-hub

A
AMQP

rabbitmq

Other site

exporters




But comes with some requirements

Remote sites ...

- ... are not
LA light-weight

... require
maintenance

... do not push
data centrally

Soricencet 11
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A light-weight probe for segmented networks

Central site

T

-0

SoceneeH 11

Conf

A

R

O
Switch
11

== =

Switch

Checkmk

Probe

@



Central site

Monitoring core Checkers

Ad-hoc
Commands
E.g. discovery

Config
sync

Agent receiver

Probe

Fetchers

o R

boop
HTTP
N SNMP

Monitored devices



Saa$S probe tackles complete different use case rﬁ?

Functionality
Deployment

Load distribution
Centrally manageable
Updates

Reliability

Checkmk
Conference

#11

M)

Minimalistic
Lightweight container
Only for fetching data
Complete

Seamless and reliable

Only buffering data

Complete

Full application / fat container
Complete

Only config

Manual + migrations

Independent, complete



The probe will be released first for SaaS

Checkmk Cloud Checkmk

(SaaS) (Cloud & MSP)

SoceneeH 11
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Product telemetry

Powering data driven product decisions
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We validate our product decisions with users

Micro survey 16: How should we
handle leading or trailing (tab) spa-
ces in input Fields?

n leading or trail-
ample in hostn Il help us under
r expectations and experien: wovements based on
real user feedback

Please remember:

) far will be sent

* Wh C eady, click "Start”.
Thank youina nce for taking the time to participate in this survey!

There are 10 questions in this survey.

Surveys

SovcenesH 11

(1) Ideas Portal

Enter your own Checkmk ideas or vote for existing ones

AND, OR and NOT for labels In filters

d create hard sta

is in rules

Participant #1

Braucht ein bisschen um die abgerufene
Website zu sehen

Fande es gut, wenn das icon als eyecatcher
neben der URL steht

Hat nach "paypal” gesucht und hat es nicht
gefunden -> dauert zu lange zum drlber
hovern

Kommt sich ein bisschen doof vor

Hat erwartet, dass HTTPS direkt im
certificate check zu bekommen

Man findet es nicht mit HTTPS -> Zu viel
matcht auf HTTP

"Braucht viel zu lange" um (ber Men(
navigieren

"Alles was Regelwerk ist, suche ich
grundsatzlich”

Durch unintuitives Handeln, schwierig aber
nicht unmaoglich
Erwartungshaltung: Geht von
minimalistischen Ansalz aus - wenn ich
etwas wissen machte, dann méchte ich nur
das wissen

ange connection buildup” ist schwer

“Service name wilrde ic}
anpassen”

Alles gut

Prinzipeell einfach gewe)
TLS Verschlisselung z

Interviews



Problem #1
Are we talking to the right people?



Problem #1
Are we talking to the right people?

Problem #2
What one says does not always match with

what one actually does



Problem #3

What about the
- other 90%"7?




Product telemetry that works for Checkmk

Transparent data collection Privacy first
You see what you send us. Minimal approach - only relevant data
The code is open-source. Anonymized data

You can review the machinery. Aggregated information

SoceneeH 11



Things we'd like to understand

N

Which check
plug-ins do
you use?

BN
P>

N

N

Which rules
do you use?

PN

And how
many rules?

)

(

O

methods do settings do specific
you use? you change? feature?

NN

)

Which browser?
What screen
resolution?

\

g

(

/



: SISO | IO | BTSN |
T ’”Tr- s T Tt
User experience
A
A - S \
. AN A A
Applications |- N | Full Stack
Hyb.rld. Observability
IT Monitoring
Infrastructure
\ J
Data center Cloud

= &'

SoceneeH 11



Stream 1

Integrating OpenTelemetry
& Prometheus metrics

SoceneeH 11



0 Web shop: bottleneck components

'.l Dashboard Add  Dashboards
Manitor
Overview
-
M Hoats : UP

21/21

Hos! siatistics

21 fup

Display

0 | In downtime

0 | Unteachable

0 | Down

Service statistics

485 | ox

1 in downtime

o 0 | On down host
5§ Waming

% | Unknowr

3 | Critica

Event stanstice

2001 § Ok
0 § Waming
0 | Unknowr

o

3001 § Towl

Host overview

Monitoring modern applications
Status quoin 2.4

Uner

Help

0004

Ranitime: CPU uth!

100 112

Runtime; CPU utd

wtlon

Resommendations e secans

Auntime. thread count

JVM: CPU utitzatbon

1100 1130

Recommendation service

Runtime: CPU clilization

1 5 5189619

] 100 5189620
Recommandalions per second 5189615
5189616

5188617

5189612

1 12.99

Cart sarvice

Runtime: CPU utilization

0.07 5189644

5189637

) 100
5109638

Funtime: thisad count

5189640

5189841
5189632

6 5189633

0 100 5180634

Ad service

VM

U wtilization

SIASA4
5189152

0.00006 B

5188833

1a0
5183756
5168712
5188576
5188415
S188096
5187885

¢ ® 5187827

Last log entrios

Receive ListRecommendations for product ide
LELPSXUNUN', HOTGWGPNHL')

Receive ListRecommendations for
OPUKSVAEVO', LEECAVTKIM]

product ids

Receive ListRecommandations for peoduct ids
QEIRIMYYFT, 2ZYEI3GMNT]

Aecelve ListRecommaendations for product
HOTGWGPNHA', DPUKS

Racelve ListRecommendations far product ids
OLICESPCIZ, '6ES2ZIMYYFZ]
Racelve ListRecommendations for product

BEI2ZMYYFZ. 'OLICESPCTT)

Receive ListRecommendations far product ids
BEVCHSINUP', ‘OPUKSVEEVD'|

Baraim | stBacammandatinne tne nendiint ide

Last log entries

GetCartAsync calied with useckd={usecid]

DelCanAsyne callad wih userid={usens)

CantAsyne calied with userkds(u

]

de(userid)

GetCanAsync called with user

GetCantAsynhc called with useride{userid)
GetCanAsync called with useride{userid|
GotCartAsync calied with usaride({userid)
GotCanAsync calied wilh usoride{usorid]

GolCanAsync calied whh Gsorid={usend)

SoICanAsynC calied with Useride{usedid)

GeiCartAsyne called with usarid={users)

Last iog entries

Targeted ad raguest tecalved for [Irave]

Targeted ad raquect (acelved for [binocutars

[9SIQTETOUD, BEVCHEINUP ., "1 YMWWN I N4O'

TYMWWNINAD, LSEPSXUNUM, ‘OLICESPCTZ

[OLICESPCTZ, "TYMWWNINAO', DPUKBVEEVY

o

ESPCTZ, LEECAVIKIM, ‘SSIOTETO

{OOVCHSINUP', LEECAVTIIM, “22YFIAGMRN

ECAN BSIOTATOND, ‘HOTGWGPNHS'
[2ZYFJIGMRN', SEQ2ZNYYFZ, ‘1 YMVWWN INSCY

| BADSYIINIIN DTVE IR O INESDAT?

Non-targeled ad 1equest Iecerred, prepaning random response

Targeted ad raquest received for [accessories]
Targetad nd eaquest teceived for [books]
Targeted ad request received for [assembly)

Targ

d nd tequest teceived for [iravel]

Targeted nd request tecelved for [lelescopes)

NOn-1argeled ad reqUAS 60eVed, DEPATING 1ANSOM respanes

Targeted ad reguest recelved for [travel]

Tasgeted ad teques! received for [books|



Architecture of OTel / Prometheus integration 0y

Application

&
é Telemetry

OpenTelemetry
Collector

G
é Telemetry

SoceneeH 11

Open
Telemetry
Collector

file
exporter

Special
Agent

oK

OTel metric app_recommendations
OTel metric kafka.logs.flush.Coun
OTel metric kafka.logs.flush.time.

OTel metric kafka.logs.flush.time.

OTel metric process.runtime.go.g

OTel metric process.runtime.go.n

K OTel metric jvm.cpu.time

OTel metric jvm.gc.duration

OTel metric jvm.memory.committ




The OpenTelemetry monitoring workflow

Pick up metrics Compute Convert metrics
Create alerts
From the collector host name to services

Checkmk 2.4

It works.
Launched as experimental feature.
So that we have the freedom to make fundamental changes.

Checkmk 2.5

It works like a charm.

SoceneeH 11



More authentication options 101

Pick up metrics
from the collector

v Opentelemetry Collector (Experimental) properties Planned for 2 5

Receiver protocol GRPC ® Endpoint

Encryption
Encrypt communication with TLS

IP address or hosthame
0.0.0.0

e mMTLS
e Bearer token
Authentication o OAUch

Authentication method No authentication

Port
4319

Basic authentication
Receiver protocol HTTP ......coooviiiiiininnns Endpoint No authentication

Prometheus scrape configurations ......... Job name (required)

foo

SoceneeH 11



Simpler host name computation

Compute
host name
v Opentelemetry Collector (Experimental) properties

Host name computation <4 X Literal string

«+ X Value of attribute

3 X < X Literal string

<+ X Vvalue of attribute

Add new field

Add new rule

SovcenesH 11

pod_eks

k8s.namespace.name

k8s.pod.name




Simpler host name computation

Compute
host name

"resource": {
"attributes": |
{
"key": "k8s.pod.name",
"value": {
"stringValue": "shop-adservice-6c67b-w84zn"
}
by
{
"key": "k8s.namespace.name",
"value": {
"stringValue": "otel-demo"

by

SoceneeH 11



Simpler host name computation

Compute
host name

v Opentelemetry Collector (Experimental) properties
Host name computation « X Literal string v pod_eks_

v Opentelemetry Collector (Experimental) properties Checkmk 2.5

Host name computation .. 4 X Value of attribute Add attribute o

+ X

Add new field
host.name

service.name
k8s.pod.name
k8s.namespace.name
k8s.deployment.name
process.owner
process.runtime.name

container.id




Convert to proper Checkmk metrics

Convert metrics
to services

Service name OTel metric process.runtime. dotnet.gc.committed_memory.size
Service state

Summary 31633408.00 bytes
31633408.00 bytes
The amount of committed virtual memory for the managed GC heap, as observed during t! garbage collection. Committed virtual memory may be larger than the heap size because it in

Details existing objects (the heap size) and some extra memory that Is ready to hé e newly allocated objects in the future. The value will be unavailable until at least one garbage collection has occt

Data points
31633408 bytes

Service Perf-O-Meter

Process Runtime Dotnet Gec Committed Memory Size
35 000 000

30 000 000

25 000 000

Convert to proper
Checkmk metrics

Service graphs
10 000 000

5 000 000

Minimum i Last

Runtime__Dotnet 31 633 400

Checkmk #’I’I




Handling multi-dimensional OTel metrics

Convert metrics
to services

Service OTel metric process.runtime.dotnet.gc.heap.size, pod_eks_otel-demo_shop-cartser

Monitor > Overview > All hosts > pod_eks_otel-demo_shop-cartservice-597f4ffcf4-9brmg > Services of host > Service

Commands Service Host Export Display Help @," a Y O@

Service name OTel metric process.runtime.dotnet.gc.heap.size
Service labels

Service icons

Service state OK

Summary The heap size (including fragmentation), as observed during the latest garbage collection. The valu

The heap size (including fragmentation),

Data points: Basic math operations,

eneration:gen0 : 400656 bytes
Ablllty to ple seIeCt.l a" generation:genl : 182280 b;ites e'g° sum Of *
metrics for conversion generation:gen2 : 2258888 bytes
generation:loh : 11347736 hytes
generation:poh : 144704 bytes

ion. The valu

Soecens#1




Piggyback onto existing check plug-ins

Create alerts

Host name pod_eks_otel-demo_shop-recommendationservice-65d99985{4-p5k69
Service name OTel metric system.disk.io

Service labels

Service icons

Service state .
SOKN Disk 10 LVM vgubuntu-root = Read: 2.05 kB/s. Write: 504 kB/s, Latency: 127

Summary System disk 10 = =
i Disk 10 LVM vgubuntu-sw Read: 0.00 B/s, Write: 0.00 B/s, Latency: 0 secc

System disk 10

Data points:

device:nvmeOnl, direction:read : 1262909952 bytes
device:nvmeOn1, direction:write : 185372539904 byte:
device:nvmeOnlpl, direction:read : 1260399104 bytes
device:nvmeOnlpl, direction:write : 185372498944 by
device:nvme0On1pl128, direction:read : 184320 bytes
device:nvmeOn1p128, direction:write : 0 bytes

JICN Disk 10 nvmeOn1 = Read: 2.05 kB/s, Write: 504 kB/s, Latency: 157 |

Disk 10 SUMMARY = Read: 4.10 kB/s, Write: 1.01 MB/s, Latency: 142

Disk utilization 202606514 @ 1 Disk throughput

Details

Average request size 2025.05.14 @ 1n Request wait time 14 @ i Average

Checkmk

Ccnference#11



Stream 1

Integrating OpenTelemetry
& Prometheus metrics

SoceneeH 11

Stream 2

A new data backend
for Checkmk



(2

Applications — less predictable than hardware ... g@’

... from a monitoring perspective

Time

shop-adservice-6c6-w84z shop-adservice-2de-al2b
process.runtime.dotnet.gc.heap.size ’ process.runtime.dotnet.gc.heap.size

Application metrics can be short-lived.

Metric metadata can change, if the application changes.

SoceneeH 11



Application metrics are nothing without metadatal %

{

"resourceMetrics": [

{

"resource": {

"attributes": [

{

"key": "k8s.pod.name",
nyalue: | Like a metric. Volatile

"stringValue": "shop-adservice-6c67b-w84zn"
}
by
{
"key": "k8s.namespace.name",
"value": {
"stringValue": "otel-demo"

by

SoceneeH 11



Application metrics are nothing without metadata Il (=%

"name": "process.runtime.gc.heap.size",
"description™: "...",

"unit": "bytes",

"Sum" . {

"dataPoints": [

{

"attributes":

[ { "key": ngnll,

AN

# TYPE process runtime gc heap size gauge
process_runtime gc heap size{gen="genO"} 3006656
process_runtime gc heap size{gen="genl"} 140784
process runtime gc heap size{gen="gen2"} 1917432
process runtime gc heap size{gen="1loh"} 4037600
# TYPE http client request duration seconds

histogram

"value": { "stringValue": "genO" } 1, http client request duration seconds bucket{
"startTimeUnixNano": "1746576910472164600", http request method="POST",
"timeUnixNano": "1747159750420100800", http response status code="200",
"asInt": "3006656" network protocol version="1.1",

"attributes":
[ { l'keyl': "gen",

"value": { "stringValue": "genl" }

SoceneeH 11

server address="shop-otelcol",
server port="4318",
url scheme="http",
le="0.005"
1, } 61820



Applications require a different approach to
monitoring

‘ Application metrics can be short-lived

‘ Application metrics can be multidimensional For users:
Explore.
Query.

‘ Application metrics are identified by metadata Understand.

‘ Application metadata can be very dynamic

SoceneeH 11



Requires a new approach to metrics

-

Host

Vs

Service

Metric

Service

SoceneeH 11

4 N
Metrics backend Host
4
Service
: Metric
omon
g
Service
_ L




Integrates well into our application monitoring stack %

Application

g Prometheus

&
é Telemetry

OpenTelemetry
Collector

G
é Telemetry

SoceneeH 11

Open
Telemetry
Collector

file
exporter

backend
exporter

Special
Agent

New
Metrics

Backend Graph

designer

OTel metric process.runtime

OTel metric process.runtime
OTel metric app_recommend
OTel metric jvm.cpu.time

OTel metric jvm.gc.duration

K OTel metric kafka.logs.flush

OTel metric kafka.logs.flush



The end of RRD based host & service metrics? dﬁ%

2.4.0 2.5.0 2.6.0 2.7.0 2.8.0

Soricencet 11 89



User experience

Applications

Infrastructure

SoceneeH 11
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