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Monitoring integrations
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New integrations.
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Financed by customer Financed by customer

Note: Azure per-se not new, but was developed from the scratch.
Details for Azure and Podman in session Monitoring at Scale: Azure, Containers, and Virtualization in Checkmk 2.5
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Many improvements for core monitoring incoming ICs
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Native Windows time sync monitoring c@h

A ; : — Offset: -37 microseconds, Last successful sync: 14 minutes _
— ' -
n WiRdaws tins seryice i ae 25 seconds ago, Source: time.windows.com, Stratum: 4 S

\FI)\QQSOWS Hiie sefvics — Last successful sync time: 31.05.2026 21:40:37, Stratum: 3,
time.windows.com,0x8 Next poll in: 2 minutes 24 seconds
Windows time service - I

“ e s Found 1 peer, Failed: 0

Sensible, tunable defaults. For both time service and peers.

@ Time offset & Last-sync outcome
Bl Stratum = Max age since last successful sync
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From noise to signal: Windows event log r@

v Fine-tune Windows event log monitoring @ Eve nt ID:
Configuration of individual event logs

® Fine-grained control

Add tuning configuration

% Filtering by event ID @® Flexible allowlisting
Event log: w Security Include only messages with IDs: v Do not exclude messages v . .
and exclusion logic
2 X mo2 g
s X 4825
55 2.3 o X 4720-4740
s X 4672
Add event ID or event ID range
Eventlog: v System Include all messages v Exclude messages with IDs: w»
s X 104
~ % 2 X 10016
2 X 7036

Add event ID or event ID range
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From noise to signal: Windows event log filtering f@

v Fine-tune Windows event log monitoring @ Eve nt ID

Configuration of individual event logs
@ Source:

Add tuning configuration

% Filtering by event ID ‘ DI’Op Chatty SOU rCeS

® Filtering by event source

All event logs v Include all v  Exclude messages from sources: v

2 X Microsoft-Windows-Security-SPP
Z X Microsoft-Windows-Defrag
: X SN Microsoft-Windows-Search
:‘, X Microsoft-Windows-Kernel-EventTracing
Add source

Add event source filter rule

ENTSETEH 2



From noise to signal: Windows event log filtering @

v Fine-tune Windows event log monitoring

Configuration of individual event logs

Add tuning configuration

% Filtering by event ID
® Filtering by event source

Filtering by event user

ENSETEHT2

© EventID
@ Source
User:

® When you know
what you are doing



From noise to signal: Windows event log filtering

v Fine-tune Windows event log monitoring

Configuration of individual event logs

Add tuning configuration

% Filtering by event ID
® Filtering by event source
Filtering by event user

® Filtering by message pattern

N Event log: ¥  MyApplication
¢ X

Add message pattern filter rule

ENTSETEH 2

Regular expression
*(error|failed|fatal|timeout|exception|denied).*

@© Event ID
@ Source
User
Pattern

@® Catch app-
specific errors

o



From noise to signal: Windows event log filtering @

v Fine-tune Windows event log monitoring @ Eve nt ID

Configuration of individual event logs
@ Source

Add tuning configuration

% Filtering by event ID User
% Filtering by event source
Filtering by event user C Pattern

® Filtering by message pattern
% Specify mappings of remote IPs to cluster names
Name of the cluster (required)

~
v

Cluster node IPs (required)

Add cluster mapping |

Checkmk appliance cluster compatible

No log storm in case of a failover

ENTSETEH 2



MS SQL monitoring: Time to make the switch &3’

Legacy VBS-based plug-in Modern cross-platform plug-in
Version 2.2 and older 2.3 and the future

New plugin matured and with complete functionality

I SQL Server authentication over ODBC (no silent fallback)
L= Clustered instances & Always On Availability Groups handled
I3 Trust Server Certificate support, secrets redacted from logs

Sovsems 12



You can now also migrate all other VBS plug-ins

Checkmk

Conference

Safer & maintainable

Same services
No reconfiguration

#12

mk_inventory: Windows HW/SW Inventory
citrix_licenses: Citrix license server usage
kaspersky_av_client: Kaspersky Anti-Virus status
mk_mysql: MySQL running on windows
rds_licenses: Remote Desktop Services licensing
windows_multipath: Windows MPIO multipath I/O

windows_updates: Windows Updates status

Icy
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checkmk  NHerosoft Entra 1D conne

[ Q, search in setup

Search
il [Z Connectors

Monitor %

InfluxDB connections
S Microsoft Entra ID
- "
. connections
Customize
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0 v...."- “

0 Setup > Connectors > Microsoft Entra ID connections > Add Microsoft
.« Add Microsoft Entra ID connection

check

Q Display Help
Search 8
sare ‘ (1) Microsoft Entra ID connections
Searc
ul
Monitor Open or register Microsoft Azure Entra ID app
il ..
i Copy app IDs
Monit customize Navigate to the app overview (Essentials). Copy the Application (cl
(tenant) 1D into the fields below.
IDs
g &
BE ssw Authority Global v
Custon @ Directory (Tenant) ID
Changes (required)
Application (Client) ID
(required)
@ Next step ‘ © Previous step
3) Add redirect URI
o Add app permissions

Sovsems 12



MS Exchange Online mail monitoring: 'Future-proof’

Monitor

L 1}
Monit Customize

II*

. . Setup
Custon @)
Changes

Macieaa® Loka

Setup > Connectors > Microsoft Entra ID connections > Add Microsoft
Add Microsoft Entra ID connection

Display Help (~)

[ (1) Microsoft Entra ID connections

Open or register Microsoft Azure Entra ID app

Copy app IDs

Navigate to the app overview (Essentials). Copy the Application (cl
(tenant) ID into the fields below.
IDs

Authority Global v

Directory (Tenant) ID
(required)

Application (Client) ID
(required)

! o Next step ‘ o Previous step

3) Add redirect URI

&

checkmk

Q

Search

Monitor
[ 1}
am

Customize

e

Setup

®

Changes

Setup > Services > HTTP, TCP, email, ... > phApi Mailb
Add rule: Check IMAP/EWS/GraphApi Mailboxes

Rule Related Display Help & @ X (O

Service name (required) i

Mailboxes

Mail receiving
Microsoft Exchange Online v
Microsoft Graph APl endpoint i

graph.microsoft.com

Microsoft Entra ID connection

No options available (required) ¥ | @ Create \

Connect timeout
Message age of oldest messages

Message age of newest messages

Message count




Contributed by thl-cmk

Cisco Meraki monitoring: designed by an expert

Cisco Meraki special agent

This is an enhanched version of the build in Cisco Merakl special agent.

I This plugin has become part of Checkmk 2.5.0 see Werk #19547

» Cisco Meraki special agent
» Appliance Utilization

» Appliance Uplinks

» Appliance VPNs

» Device Info

» Device Status

» Device Uplinks

» Licenses Overview

» Networks

» Organisation API

» Switch Port Status

» Wireless Devices Status
» Wirelss Ethernet Status

» Sensor Readings

Sovsems 12

Project information
Discontinued, this plugin has become
part of Checkmk 2.5.0 see Werk #19547

Network Visu...

CMK version - CMK version -
CHK version [EH)
ascontnses SHEGTEREN

-0~ 179 Commits
% 3 Branches

& 0 Tags

[F) README

38 GNU General Public License v2.0 or
later

F CHANGELOG
[F] CONTRIBUTING

Created on
November 06, 2023



Cisco Meraki monitoring: designed by an expert

Cisco Meraki special agent Project information

Discontinued, this plugin has become
This is an enhanchec Topology for Lidp

I This plugin has s Wi X

¥ OFER @ Layout conliguratien @ Compare history Reference o v Comparetn gewy v

» Cisco Meraki spec

» Appliance Utilizati

» Appliance Uplinks

0 il
Oy olwo @ dalic : :
- - 4 -
> Appliance VPNs et i85 g .2
g -
» Device Info 0 -
- e O o
© 0 o
N . e 0 e 0
» Device Status . o 0 |
. - v 0
. e 0 : 0
. pe o0 e 0
» Device Uplinks . 28 S — o .2 ]
0 P 1
5 . U 4
: i
» Licenses Overview ~ T 4
T -2
b T -G8
.
» Networks . il .0 . 5 -~ é
. 5 o 25 @SV b b
» Organisation APl ST )
- o
= 51 £39.04. - -
» Switch Port Status g o . e e Az -1
.0
I
» Wireless Devices ¢ . A
.
0
.10 TR - = T
» Wirelss Ethernet S o d
.
o
» Sensor Readings e .
.
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Displa Hel X
“l play p

et ¥ Filter @& Layout configuration  @» Compare history
o
Ga
Customize Hierarchy  Services 4';;2‘!'.‘,’_:‘& - 100% v
Q Flat Full All Only problems None
Setup @9 \ierge nodes with equal 1D
@ network@13v4
® netvwork@ildp
o—X020CG2-48x-4q.Partl g Stack Port 1:25 DRH-X440-1 Stack Port 2:25
et BI0G 248540 R0l StACk Port 1:51 GBR1-X440-1 Stack Port 2:51
A.—KWJT Stack Port 1:51 SVRR2-X440-1 Stack Port 2:51
e X670G2-48x-4q Port 8 o Stack Port 1:51 SVRR2-X440-2 Stack Port 2:51
o—-A820G2:48x:40 P00 g Stack Port 1:25 : SH-X440-1 X440G2-48p-10G4 Port 1
o—-X620G2-A8x4q Port 1l g X440G2-48p-10G4 Port 5 SVRR2-X440-3 X440G2-48p-10G4 Port 2
» X440G2-48p-10G4 Port 52
o—-X620G2-48x-4q.Pont 12 o X440G2-12p-10G4 Port 1l KS5-X440-1 X440G2-12p-10G4 Port 14
o—X870G2:48x:4q.Pont 13 _o X440G2-48p-10G4 Port 5 SVRR2-X440-4 X440G2-48p-10G4 Port 52
X450G2-48t-10G4 Port 7
@ SYRRZX6701 om0 iobll g — XANOG2-4RIA 054 POUL SN SNRRIIEDE X450G2-48t-10G4 Port 52
=< X450G2-481-10G4 Port 6
e S20G 24840 B0 16 e  X450G2-481-10G4 Port 5]. SVRR2-X450-2 X450G2-481-10G4 Port 52
z X440G2-12p-10G4 Port 1 maepn-x440-1 X440G2-12p-10G4 Port 14
Stack Port 1:13 DRH-EAE-X440-1
X440G2-12p-10G4 Port dh-hmz-x440-1 X440G2-12p-10G4 Port 14

X670G2-48x-4q Port 1

X670G2-48x-4q Port 2

X670G2-48x-4q Port 61 X670G2-48x-4q Pon 3

X670G2-48x-4q Port 8
. X670G2-48x-4q Port 11
X670G2-48x-4q Port 57 ._m R2-X670-2. X670G2-48x-4q Port 12
. . X670G2-48x-4q Port 14
With community support by thl-cmk X67002.48x-4q Port 16
X670G2-48x-4q Port 20
X670G2-48x-4q Port 34




‘
You are only one MKP away from this now IC,

Topology inventory data now built-in NVDCT by thl-cmk

® Layer2:CDP + LLDP Network Visualization Data Creation Tool

® Layer 3: SNMP, Windows, The only missing piece to complete your
& Linux IP network topology visualization.

® Interface names | NEW |

GUI setup with active check support

. J

Time taken: 11 milliseconds, Last run
NVDCT — @ at: 2026-06-0110:24:49, Objects: 12, 2026-05-22 14:23:13  24.5 5 m

Connections: 11, Layer(s): LLDP

Sovsems 12



Modernization allows continuous enhancements &3’

® MSSQL ® MS SQL: Handle more edge
cases, better performance

@® HTTP monitoring v2 @® HTTP/Cert: Direct hosts,
self-signed certificates, ip

® Certificate monitoring ,
protocol, improved output

Sovsems 12



@ Continuous improvements to HTTP monitoring @

s — & URLtotest: , Version: HTTP/2.0, Status: 200 0K  29m 476 s “
sough.life Eete

% Search for strings 1 X Proxy

Manual proxy configuration v

Search for header i
Scheme

Search in body i
HTTP »

%X Service state for failing text search condition. 1
Proxy server name or IP address (required)

CRIT »

Port
% TLS version 1

Negotiate v Allow higher versions
® Authentication for proxy required

% Enable compatibility mode i Username (reairer)

Password

ENSETEHT2



J Refined certificate monitoring c@h

n CERT =1 Verification: OK, Subject CN: sough.life, Server

sough.life certificate validity: 79 day(s) 49.6s 4965 79d

X Proxy

% Connection type 1 com——
Manual proxy configuration v

TLS/SSL a Scheme
TLS/SSL Ve
SMTP STARTTLS Proxy server name or IP address (required)

Postgres STARTTLS

Port

=i

IMAP STARTTLS lity
LDAP STARTTLS ues i

® Authentication for proxy required

Username (required)

Password

ENSETEHT2



Modernization allows continuous enhancements @3’

® MSSQL ® MS SQL: More edge cases,
better performance

® HTTP monitoring v2 @® HTTP/Cert: Direct hosts,
self-signed certificates, ip

® Certificate monitoring _
protocol, improved output

® Oracle database monitoring:
Foundation

Sovsems 12



Oracle: Experimental

({0

@® Supported architectures: Beies G PR

Database instances i

O x86_64: Linux, Windows, Solaris 2 X S

MYSID

QO ppc64: AIX

Oracle type of authentication 1

Connection options

® System or manually installed client; sqlplus B
aS fa”baCk @ Add new database instance

QOracle Database default configuration

‘ Plug_in as a Ca”ed exeCUtable tO prOVide SynC Oracle type of authentication i
and aSynC Sections. User & Password

Username (required)

® Scalable custom SQLs also for PDBs TR

Password

Explicit * seesessens
Role i

Connection obtions

ENSETEHT2



Agent controller now also runs on ARM

561 ARM support for agent controller

Checkmk agent controller should run on platforms like Raspberry and similar out-of-the-box
votes
Suggested by: Edgar (04 May, '22) + Upvoted: 19 Mar - Comments: 8

#Agents #Version 2.5

Soveems 12




Agent controller now also runs on ARM

561 ARM support for agent controller

@ Setup > Agents > Windows, Linux, Solaris, AIX > Agent rules > Customize agent package (Linux) > Add rule: Customize agent package (Linux)

votes

Add rule: Customize agent package (Linux)

Q Rule Related Display Help (/]

> Rule properties

ol v Value
Monit : 1 i
onttor Installation directories
:: Directory for Checkmk agent i
Customize /opt/checkmk/agent
0 Directory for storage of temporary data (set TMPDIR environment variable) i
Setup
Customize user i
® .
Architecture of the systems where the agent will be deployed i
Changes
x86 64-bit only a
> Conditions ARM 64-bit only

Checkmk -bi -bi
1ec|:n#’]2 x86 64-bit or ARM 64-bit



Better agent updater integration @

® New synchronous plug-in for Check_MK Agent service (not using cached info)

@® Updater runs under agent controller user

cmk-agent-ctl register --automatic-updates -s<server> -i <site> -H <hostname> -U <user>
Unified registration Migrate at your own pace
@® Agent controller can also register agent updater Existing automated workflows

: : _ continue to work
@® Agent registration role can also register

agent updates
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