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CVEs in Checkmk
“Common Vulnerabilities and Exposuresˮ
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Vulnerability Lifecycle

01 Finding Vulnerabilities

02 Treating Vulnerabilities

03 Preventing Vulnerabilities

Outline



Finding Vulnerabilities
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Penetration 
Tests
Engagements we 
commission or 
perform ourselves 
on a regular basis.

Tools and 
Scanners
 
Looking for 
patterns; checking 
our 3rd-party 
dependencies.

security@
checkmk.com
Reports to our 
mailbox or the 
support portal.

Suspicious 
Bugs
Surprising 
behavior we or 
other developers 
encounter while 
working on the 
codebase.

Sources of Vulnerability Reports



6

Treating Vulnerabilities

Learn about
Vulnerability

Confirm Issue
⬢ Try to reproduce 
⬢ Ask for clarification

Assess Severity
⬢ Rate CVSS score
⬢ Identify affected versions

Decide on Resolution
⬢ Usually “Mitigateˮ
⬢ Sometimes “Acceptˮ

Publish Fix
⬢ Release patch
⬢ Publish CVE

Implement Fix
⬢ Create & validate patch
⬢ Write Security Werk

Process Overview
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Treating Vulnerabilities
Where Do the CVEs Come From

⬢ Checkmk GmbH is the CVE Numbering Authority CNA) for all its products

⬢ We reserve, write and publish all Checkmk CVEs:

$ cve reserve 10  # Reserve IDs from cve.org

Reserved CVE IDs:
- CVE-2025-2092
- [...]

$ vim cves/Checkmk/CVE-2025-2092.json

$ cve publish CVE-2025-2092 \
  --cve-json-file cves/Checkmk/CVE-2025-2092.json

Published the following CVE: CVE-2025-2092



Screenshot of the CVE page on cve.org
https://www.cve.org/CVERecord?id=CVE20252092



Treating Vulnerabilities
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SecurityTransparency

Balancing Transparency and Security

⬢ Inform you timely and in detail

⬢ Ensure we work diligently and 
improve

⬢ Foster collaboration with security 
researchers

⬢ Make sure a patch is available 
when information is published

⬢ Minimize rush and alarm for users
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Preventing Vulnerabilities
Refining our Processes

ISO27001



The Checkmk Trust Center
https://trust.checkmk.com
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Preventing Vulnerabilities
Refining our Processes

ISO27001
Hands-On 

Development

Roadmap 
Planning

Developer 
Training

Lessons 
Learned

Publishing 
Our Own 

CVEs
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CVEs in Checkmk

2

30

23

18

5

2020 2021 2022 2023

10

30

20

No. of CVEs per YearNo. of Fixed Vulnerabilities per Year

��
2024




