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ITeratio GmbH who we are

ITeratio GmbH

System and Network Management
Specialists since 2001

(=)

98 Based in Cologne

1’ Checkmk Partner since 2014
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Hardy Duttmann

O
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Founder and CEO

First Monitoring project in 1998
Tivoli Monitoring 2.6

First Checkmk Project with
OMD 0.4.0 in 2011



Heiko Wenzig

=) Monitoring since 1993

@y |IBM (Tivoli) Monitoring until 2008

Groundwork Monitoring
from 2008 to 2020

@ Checkmk User since 2020



The three pillars of the German banking sector C@

Public banking Private banking Cooperative banking
9 UniCredit E

S state banks Deutsche Bank 700 cooperative banks

350 savings banks Commerzbank 1 central bank (DZ Bank)

DekaBank Foreign banks Affiliated companies
34% <10% each 24%
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DZ BANK: Germany's second
largest commercial bank

@ Central institution for all cooperative banks
® Supports international business activities

through global presence

@® Holding company for entities in the DZ

BANK Group

... more infos at; www.dzbank.com



DZ BANK - headquarter and branches

Regional
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Region Northern & Eastern Germany
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Region Baden-Wirttemberg

M Region Bavaria
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Some facts and figures

800

Users

Sheckmk #12

40

ICEINES

20-70

Concurrent users



Some more facts and figures

15k

Hosts
(incl. 8.000
K8s)

Sovsems 12

480
K

Services,
and growing

70

Customer
Specific
MKPS

2

Production
Monitoring
Environments



How 40 teams manage 400 applications

‘ Independent teams

‘ Multiple applications

‘ Heterogeneous cloud &
on-prem infrastructure

‘ Monitoring
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How do you monitor the infrastructure of a bank? f@

Multi-tenancy Automated Self-service

Configuration by team On-premise Rules
Role based access Cloud Services Views and Dashboards
Targeted notifications Kubernetes (K8s) Local Checks
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Checkmk @DZBANK

The logical architecture is based on teams and DZ BANK services

2% Team ABS ][

Icy

2% Team BAAR St L
(=) BMR cP CPLATTFORM ocs EN
/a8
Management via Contact
L COOMICFBNY J. CG.CMK FB-SP 2 CG.CMKIDO 1 CGCMICINFRA 4. CO.OMKITKB
= 15 Hosts 7 Hosts 319 Hosts 137 Hosts 1 Hust 3 Hosts
group assignment on folder
fosuml pmes aows Ao aanve | omee paies pame o
ADS-WIN i AMIQus Op Arcrie A CoY ASIA ADLOTY Cus s Ops Adomicwnos Captano Cpe IM-Ops B Paone Ops
EALPattorm Wi Ops EBE-Sos0e O EGon-Dps. Eledis Ops 0osoCass-Cos 004 B Konsis Ops
Read only access - aapm | ameew | paees ghees gmpes gmeew pmecs smsos s
. Lizen; mest 058 Ooc Ops NACOC laogrmire Opa Post mab A com werDesigrer O \enSsp AR 80 03 M Op3
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Notification problems and solutions
Reduce notification Rules for ServiceNow and Signl4

Service

Signi4

Now
Alerts

Tickets
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Icy

Notification problems and solutions
Reduce notification Rules for ServiceNow and Signl4

~ Rules in folder Main / DZB / ABS / Archiv-AvenDATA-Ops (1)

A Value
Service name begins with
Process Java or Process
Sensemaker]

0 SHOC 0 signla:yes

Service
Now

v Rules in folder Main / DZB / ABS (3)

t Actions

0 /78918

Signi4
Alerts

Service name begins with signld:crit  signl4_bulkchost

Tic kets Mount options snow_bulkhost
1 V4 - 0 : ﬂ 'S;;r.v'i;;:;me begfmwith signld:crit
2 ZHO 0 ’S‘(:Iv'ii;eﬂr;‘ama begins with T TR
Labels and Must be Passwords
. . Setup > General > Passwords
PW Store optimized
Password Display Help Fi CA_SERVICE CIM-Ops
CA_SERVICE_VK VO
Add password CA_STATUS active
CA_SUBTYPE Windows Server
CA_TEAM ABS
Enabled (active on this site) 29 # @M@ signldkey_ABS CA_TYPE Windows Server
Actions Name Version Title
DZ ServiceNow
X W& dz_servicenow eai 0.2.9 g:ltlﬂcatlon via 30 # M@ signidkey BAAR
\ % Special DZ Signl4
X -! dzsignlt L Notification Plugin !
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Y
S
Multi-tenancy Self-service
Configuration by team On-premise Rules
Role based access Cloud Services Views and Dashboards
Targeted notifications Kubernetes (K8s) Local Checks
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Fully automated - device types &3’

On-Prem Google Cloud Azure Cloud

500 Server GCE 2300 Vms/Workstations

100 Cloud Services

900 Cloud Service

350 App registrations

2500 Database Instances (Oracle, MSSQL, Postgres)

~130 Kubernetes Cluster



Fully automated - onboarding @@’

Agent Installation Agent Assigning Operation

Agent movement to
o Agent Package rollout 0 2

DZ sernvice Complete DZ Team
e Updater registration Tags, Labes, Custom Management and
? Attributes enrichment Configuration

e Agent creation in folder

NEW-AGENTS e TLS Registration

Other g Direct Assignment of agentless systems

Assignments Piggyback or Contact Groups assignment of DBs & storages



Fully automated - cloud monitoring

How to Onboard 520 GCP
Projects for 40 teams

Custom GCP Monitoring

Google Cloud Platform (GCP)
DZB-Edition

0 Automatic Host & Rule Creation

0 Agent enhancement
Authentication via Conjour

ENSETEHT2
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How 7 Azure Subscription for 40
Teams an lot's of DZ Bank services

Custom Azure Monitoring

Microsoft Azure DZB Edition

Piggyback Creation and automatic
host creation based on DZ Services

Additional checks: app_gateways,
azurefirewall, expressroutecircuits



Fully automated - K8s @@

How to manage about 100 K8s clusters

Manual configuration is
complex and error prone

20.000 Changes per day and
lot's of activation

Cluster Datasource CPU resources Memory resources Running pods Worker nodes Version

ceasonansss [ s e 3532000
dcgst-harissa “ 1057 52 L Aienna
degvd-0001-almnext “ | 103 | 52 2 L ena
covssenaino  [IETE IECE s 3000
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Fully automated - K8s &8’

How to manage about 100 K8s clusters

Terraform based
provisioning of K8s Clusters

Separate K8s Checkmk
Monitoring(2.4)Environments

Cluster Datasource CPUresources Memory resources Running pods Worker nodes Version

dcgspharissa | ox N s | = e ke 2392000
scasenarssa [N s w e
degvd-0001-almnext “ [ 103 | 52 2 B | akoan
scavasenaine [N EECEE EECTEN - s a0
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Users

- | g

0 Normal environment 0 K8s environment

Notifications

View Integration
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Multi-tenancy

Configuration by team
Role based access

Targeted notifications

ENTSETEH 2

Icy

Automation

On-premise

Cloud Services

Kubernetes (K8s)

Rules

Views and Dashboards

Local Checks




Self service

Each team should be able to configure everything independently

Monitoring

Plugins

Dashboards

Reports

0 O
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EBPP Performance Overview
EBPF

Monitor > [TRZ-Webops » EBPP

Dashboard Add  Dashboards

Pectormance Overview

Display Help 7

AEM Publisher Systeme AEM Author
HOST NAME [ dthvopubiishers Il dftvopublishers M dirvppublisherl Il dirvpoublisherz  JENTIAS @11V [ dirvpauthor]
o S O ——
= | = = = HTTPS Author pre—
[ as | -
Filesystem /opt/aem/publisher (e VI G (RIS G SE
= | = | = | = Filesystem /opt/aem/author re—
[eer 20161 -
=l = = =l Filesystem /opt/aem/author/tmp T
quickstart/logs o —— Ok Ok Ok
= = = =l CPU utilization 3%
[ W e W ~u
CPU utliization (ot W oK W oK NN Ok 32.04
L L = = P 9 —w
JVM Check Memory ]
=L =i =L =
Memory OR——J Ok Ok — Ok |
- [ [ - AEM Author Dispatcher System
HTTYPS Publisher ok W ok W Ok BN Ok
0.67
= | = = = | Apache 127.0.0.1:80 Status
AEM Publish Dispatcher Systeme
12.81%
HOST NAME [ degvppublisherwen! Ml dogvppublisherwen2 Ml degvpoubiisherwens Ml dogvppubiisnerwend | Filesystem /
—
-
oystem ok B ok N ok N 0K | Memory
22



Self service - Checkmk team

2FTE

Checkmk Team

Sheckmk #12

Regula
r

external
operational
support

1-2

Key players
per team



Self service- tool success
Solutions

Regular internal Checkmk workshops
and training sessions

Onboarding training for
new employees

Dedicated Checkmk key users within
each team

Continuous availability of the Checkmk
team for support and questions
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Looking back and next steps C@

Next: Network Monitorir{’
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